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Abstract

Cyber-space has recently been recognized as the fifth domain of warfare
according to the American concept (alongside land, sea, air, and space) and
the UK government has few months before announced that its cyber-
strategy now simply goes beyond securing us against cyber-attacks but
actually developing our own cyber-weapons for future employment.

Though the definition of cyber-war remains a matter of some intense
dispute,tut it can simply be said that it is an action carried out by a nation-
state, usually via the internet, to perpetrate another nation’s computers or
information networks for the purposes of causing damage and disruption to
its critical infrastructure. Cyber-war has been considered a part of
contemporary conflicts of at least a decade. Cyber-war is here and it is
happening. Yet many are beginning to question whether our traditional
ethical frameworks for thinking about the morality of warfare, frameworks
that were developed after World War Two in response to conventional
kinetic weapons, are suitable to be applied to weapons employed in the
cyber realm and cyberwar.
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